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Hello

Congratulations 
your eMail address @hotma1.com was exclusively selected. We are happy to 
announce that you have been selected to win a voucher. 
£500 to spend at PRIMARK 

Remember, you are one of the few selected, therefore your chances to win are 
very high! Registl'alion is only QOSsible for the next 5 days 

Prizes that are not asked for will re-enter the sweepstake. 

Tom Williams 
- Vouchers for Breaking Deals UK 

� Reply Iv 

No personalised 
greeting.

Offer is unrealistic.

Suspicious links.
Do not know where 

the link will go.
Pressure to respond

Name of company at 
the bottom does not 
it the email address

Sense of urgency.Sender’s email 
looks unusual.



Letter is written to 
put people under 
pressure to reply

Asks for 
personal bank 

details

Stamps are 
used to make 
it look official

Offers are 
unrealistic

Customer’s first 
name is used in 

the letter to make it 
personal

Requests 
money 
before 

getting prize

Made to 
grab attention



Imagery makes 
it look real

Bad spelling in the 
comments suggest 
they could be fake

Offer is 
unrealistic

Not a secure 
website. No 

HTTPS or padlock

Suspicious links. 
Do not know where 

the link will go

Asks for personal 
information about 
gaming account

obrooks
Cross-Out




